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Policy Title:  E-Safety Policy Effective Date: September 2021

SMT Member Responsible:  Neil Spurdell Review Date: September 2022

Governors’ Committee Responsible:  Staffing, Care & Guidance 

1. Rationale

1.1 Sheldon School recognises that the internet and other technologies provide a vast opportunity for children 
and young people to learn.  The purpose of internet use in school is to raise educational standards, to 
promote pupil achievement and well-being, to support the professional work of staff and to enhance the 
school’s management information and business administration systems. 

1.2 Internet use is a part of the statutory curriculum and a necessary tool for staff and pupils. 
1.3 Internet access is an entitlement for pupils who show a responsible and appropriate approach to its use.  The 

internet is an essential element in 21st century life for education, business and social interaction.  Sheldon 
has a duty to provide pupils with quality internet access as part of their learning experience.  Sheldon is 
committed to ensuring that all its pupils use existing and up and coming technologies safely. 

2. We Will:

Introduce the procedure to pupils 
2.1 A module on responsible internet use and e-safety will be included in the curriculum covering both school 

and home use.  This will include the necessity of keeping personal information safe, how to use mobile 
technologies appropriately and using online communication appropriately.  Instruction on responsible and 
safe use should precede internet access, in IT and PSRE lessons. 

2.2 The topic of E-safety, including cyber bullying, will also be addressed through the tutorial programme. 
2.3 The school will use the CEOP’s materials Think U Know as a regular activity with pupils. 
2.4 Additional e-safety guidance will be provided in a range of formats, including posters, flyers and digital 

signage. 

Use the internet to enhance learning 
2.5 Pupils will learn appropriate internet use and be given clear objectives for internet use.  Staff should guide 

pupils in online activities that will support the learning outcomes planned for the pupils’ age and maturity. 
2.6 Pupils will be educated in the effective use of the internet in research, including the skills of knowledge 

location, retrieval and evaluation. 

Help pupils learn to evaluate internet content 
2.7 Specific lessons will be included within the Computer Sciences’ Scheme of Work that teaches all pupils how 

to read for information from web resources.  Pupils will be taught to acknowledge the source of information 
used and to respect copyright when using internet material in their own work. 

Authorise internet access 
2.8 All pupils must agree to the Acceptable Use Policy each time they log on to the school network, a copy of 

which is sent to parents annually. 

Enforce online communications, social networking and mobile technology school rules 
2.9 The school has a very clear policy on the use of mobile devices by pupils. 



Page 2 

2.10 The use of online chat is not permitted in school. Other social networking sites are routinely restricted 
through a SmoothWall filtering service. 

2.11 Pupils are permitted to bring mobile phones to school, but they must be switched off during lessons and, 
for pupils in Years 7-9, only allowed to be turned on at the end of the day. Pupils in other year groups are 
permitted to use their mobile phones during break and lunchtime in specific areas of the school. 

2.12 Pupils may not use mobile phones to film other members of the Sheldon community without their 
permission. 

2.13 The consequences of inappropriate use of the internet, or mobile phones, will be clear to pupils. 

Manage filtering 
2.14 Sheldon proactively monitors and filters all internet based traffic using a SmoothWall filtering system. 

SmoothWall are a member of the Internet Watch Foundation and implement CAIC list of domains and 
URLs. SmoothWall also use a number of search terms and phrases provided by the IWF and their members. 
SmoothWall also implements the police assessed list of unlawful terrorist content, produced on behalf of 
the Home Office. 

Assess Risks 
2.15 In common with other media such as magazines, books and video, some material available via the internet 

is unsuitable for pupils.  The school will take all reasonable precautions to ensure that users access only 
appropriate material.  However, due to the international scale and linked nature of internet content, it is 
not possible to guarantee that unsuitable material will never appear on a school computer.  Sheldon School 
cannot, therefore, accept liability for the material accessed, or any consequences of internet access. 

Manage Website Content  
2.16 The headteacher or nominee will take overall editorial responsibility and ensure that content is accurate 

and appropriate. 

2.17 Parents will be given the opportunity to say if they are not happy for their child’s photograph to be 
published. 

Manage pupil e-mail 
2.18 All pupils will be issued with a school e-mail account.  E-mail is intended to allow collaboration with staff 

and other pupils in subject related activities.  School e-mail is not for personal/social use.  Pupils will be 
clear that e-mail communication is not confidential.  E-mail can be accessed at home or in school and 
parents are encouraged to look at their child’s school e-mail account.  All pupils will be taught how to use 
the e-mail system and the rules that apply to it.  All pupils have to agree to the school Acceptable Use 
Policy.  Any pupil found to be in breach of this policy may have their access withdrawn. 

E-mail rules

▪ KS3 pupils are only able to use the email system internally. External sending and receiving is
restricted for this group of students.

▪ Pupils may only use approved e-mail accounts on the school system.
▪ Pupils must immediately tell a teacher if they receive an offensive e-mail.
▪ Pupils must not reveal details of themselves or others in e-mail communication, such as address or

telephone number, or arrange to meet anyone.
▪ Pupils should use e-mail in an acceptable way.  Sending images without consent, messages that

cause distress and harassment to others are considered significant breaches of school conduct and
will be dealt with accordingly.

Manage staff e-mail 
2.19 Staff e-mail addresses will not be published.  All subject related e-mail correspondence from parents will be 

forwarded to them from admin@sheldonschool.co.uk 

mailto:admin@sheldonschool.co.uk
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Inform parents 
2.20 Parents’ attention will be drawn to the School E-Safety Policy in newsletters, the school prospectus, Parent 

forums and through the school website. 

Inform staff of their roles and responsibilities with regard to e-safety 
2.21 All staff, including teachers, supply staff, classroom assistants and support staff, will be provided with the 

school E-Safety Policy and its importance explained. Initially this information will be delivered as part of the 
induction process for new staff and on-going CPD where appropriate. 

2.22 The school’s consequences for internet and mobile phone misuse will be clear so that all teachers are 
confident to apply this should the situation arise. 

2.23 All staff must accept the terms of the ‘Responsible Internet Use’ statement before using any internet 
resource in school. 

2.24 Staff should be aware that internet traffic is monitored and can be traced to the individual user.  Discretion 
and professional conduct is essential. 

2.25 All staff will be provided with up to date annual e-safety guidance and training. Additional training will be 
provided where necessary. 

2.26 All staff will be made aware of the schools e-safety support channels and will have access to a nominated 
pool of staff with appropriate skills and responsibilities. 

Follow school procedure for dealing with any complaint about staff misuse 
2.27 Any complaint about staff misuse must be referred to the headteacher. 

The nominated person for the implementation of the e-safety policy is the Head of BEC Faculty, 
(currently Mr J Scourfield). 

Relating policies 
This policy should be read in conjunction with the following policies, 

▪ Child Protection Policy
▪ Social Media Policy
▪ ICT Acceptable Use Policy
▪ Use of Mobile Phones Policy


