At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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Instagram is a highly popular social media platform with over 2 billion active monthly users. The
app is continuously updating and adding new features to meet the wishes of its audience,
allowing them to upload images and videos to their Instagram feed, create interactive ‘stories’,
° go live, exchange private messages or explore and follow other accounts that catch their eye.
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Many social media platforms, Instagram
included, are designed to keep us engaged
on them for as long as possible. They encourage
scrolling often and scrolling more in case we
miss something important — in essence, a fear
of missing out. On Instagram, young people can
lose track of time when aimlessly scrolling and
watching videos posted by friends,
acquaintances, influencers and possibly
strangers.

INFLUENCER CULTURE 9,

Social media influencers are sometimes paid
thousands of pounds to promote products,
services, apps and more. When celebrities or
influencers post such content, it often says ‘paid
partnership’ above the post. In April 2024,
Ofcom found that over a quarter of children
(27%) believed in influencer marketing,
accepting their endorsement of products
wholeheartedly. So it's perfectly possible for
young people to be taken in by this kind of
content.

UNREALISTIC IDEALS

Children sometimes compare themselves
‘ to what they see online: how they look,

how they dress, and the way their life is going in
comparison to others on social media. However,
most people only share the positives about their
lives online and many use filters when sharing
pictures of themselves. A constant comparison
with unrealistic ideals can lead to insecurity

over one’s own appedrance and lifestyle. ! j
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GOING LINE XCLUSION & OSTRACISM

Youngsters are highly sensitive to feeling
= Livestreaming on Instagram allows users to

excluded, which comes in many forms: not
connect with friends and followers in real time. receiving as many ‘likes’ as expected; not
Risks increase if the account is public, because

being tagged in a friend’s photo; being
that means anyone can watch the broadcast, unfriended; not receiving a comment on their
which could result in further contact from

post or a reply to a message they sent. Being
strangers. Additional dangers of going live

excluded online hurts just as much as offline.
include an impulse to act inappropriately to Young people have reported lower moods and
draw more viewers, as well as being exposed to

O self-esteem when excluded in this way, feeling .
harmful content or offensive language. O as if they don’t belong and aren’t valued. i
)
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If a young user wants to share their clothing style, make
up or similar and use product tagging to show off the

PRODUCT TAGGING

Product tags allow users to tag a product or
business in their post. This tag will take viewers
directly to the product detail page on the shop
where the item can be purchased. Children may
also be encouraged by influencers to purchase
products that they advertise.

Talk to children about the positives and negatives
of social mediaq, including the risks involved and how

Due to the potential impact on mental wellbeing,
Instagram allows users to hide the total likes on their

items in their post, they may be tempted to change their they can view or create content safely with family and =2 posts, to prevent people from obsessing over that
settings to public. This leaves their profile visible to friends. Explain how safety settings will ensure only number in the corner. Users can hide like counts on all
everyone, which carries the risk of strangers getting in followers can view them, and why this is so important. the posts in their feed as well as on their own posts. This

touch with them. Set a child’s account to private and Also, if you find a child continuously uses filters on their means others can’t see how many likes a person gets.
explain the importance of keeping it this way. photos, ask them why and impress on them that they This can be done by going into Settings > Notifications >

USE M(*_EBAT FOLLOW INFLUEN%ERS .Nc
Instagram Live has implemented a mechanic calle

Instagram has a built-in activity dashboard that lets
Moderators’, meaning that creators can assign a

you control how much time is spent on the app. Make
moderator and give them the power to report sure children sign in to the platform with the correct
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Following influencers will allow you to monitor
what they’re sharing as well as being able to
discuss anything which you deem inappropriate.

comments, remove viewers and remove the ability for Talk to children about who they follow and help them age, as Instagram’s ‘Teen Accounts’ afford much more
certain viewers to comment at all. Consider this if a child to develop critical thinking skills about what the control for parents and carers over how long they can
in your care wants to go live on the platform. It's also influencer is trying to do. For example, encourage the use the app each day. Talk with young users about how
recommended to keep devices in communal spaces so child to ask themselves if an influencer is trying to sell much time they spend on Instagram and work together
you're aware if a child does go live or watch a livestream. them a product when they make a video endorsing it. to set a healthy time limit.
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Meet Our Expert

Dr. Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various academic
papers and carried out research for the Australian government comparing
internet use and sexting behaviours of young people in the UK, USA and Australia.
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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than twmbllm'c{l\g }Isers W tsAppmessagmg

o-e nd’éncryptlonenlwllows by,thesender/and/any]recipients:
even thtsApp itself canlreadthem¥ThelUk;s/Online{Safey;Billjproposesitoend/such}
ypt‘;'on'on prlvate messaglng,thls controversial{featurelremains®

WhatsApﬁ S popularlty makes ita |
lucrative hunting ground for scammers. \
Recent examples lnclude posing as the i
target’s child, requestlng a money transfer /
because of a s?urlous ‘emergency’ — plus
a scam where fraudsters trigger a
verification messa%e )Y attemptlng to log
3 in to your qccount hen (posing as
WhatsApB call or text to ask you to repeat
the code back to them, giving them

P access.

The qblllty to send images or messa es
that can only be viewed once has le
some WhatsApp users sharing
inappropriate material or abusive texts,
knowing that the recipient can’t re-open
them later to use as evidence of
misconduct. People used to be able to
screenshot this disappearing content —
but a recently added WhatsApp feature
now blocks this, citing protection of
privacy.

WhatsApp s connectivity and ease of
use allows news to be shared rapidly —
whether it’s true or not. To combat the
spread of misinformation, messages
forwarded more than five times on the app
now display a “Forwarded many times”
label and a double arrow icon. This makes
users aware that the message they’ve just
received is far from an original ... and
might not be entirely factual, either.

- To start a chat, someone only needs the
mobile number of the WhatsApp user that
they want to message. Therefore, if a child

has ever given their number out to ,
someone they don't know, that person
could then contact them via WhatsApp. It's
also possible that the child might be added
to a group chat or community (by one of
their friends, for example) containing other
people that they don’t know.

CHAT LOGKs

In 2023 WhatsApp mtroduced q
feature that lets users keep their chats in
a sepdrate ‘locked chats’ folder, saved
behind their phone’s passcode, flngerprmt -
or face ID authentication. They

subsequently developed an additional J MUN,T’ES AND GROUPS \

feature - ‘Secret Code’ — where users set a ‘ A community is a collection of related groups on WhatsApp They

i

WhatsApp’s ‘live location’ feature
lets users share their current
whereabouts, which can be helpful for
friends meeting up or parents checking
that their child is safe while out, for

unique password for their locked chats. can consist of thousands of users. Communities can often be used bl ~ example. However, anyone in a user’s
Unfortunately, this function creates the '~ scammers to target large groups, hoping someone clicks on their link or contacts list or in a mutual group chat can
potential for young people to hide ~ responds to their requests. In communities and groups, there are muiltiple \! also track their location — potenuquy
conversions and content they suspect . ongoing conversations, which results in pressure to respond. Members - | letting strangers identify a child’s home

even if they are not each other’s contacts — will be able to see any messages

their parents wouldn't approve of (such as
sent into the group

age-inappropriate material).
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address or journeys that they make
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EMPHASISE CAUTION ADJUST T\-\ SETTINGS DISCUSS GROUP CHATS
Encourage children to treat unexpected It's wise to change a child’s WhatsApp ! Make children aware that there could be
messages with caution: get them to consider settings to specify which of their contacts ‘ members of a group that they don’t know well
whether it sounds like something a friend or relative can add them to group chats without needing ~* and that words can be misinterpreted. Encourage
would really send them. Make sure they know never approval. You can give permission to ‘My Contacts’ them to leave a good impression, to avoid joining in
to share personal details over WhatsApp, and to be = or‘My Contacts Except ... Additionally, if a child needs if conversations turn towards bullying, and to
wary of clicking on any links in messages. Settingup . to use ‘live location’, emphasise that they should ;1 respond to such situations in an appropriate way.
two-step verification adds a further layer of ' enable this function for only as long as they need - ~“ Make sure they know that it’s OK to leave a group
protection to their WhatsApp account. \ ., and then turn it off. s chatif it makes them uncomfortable - or for any
reason, in fact.
— RN e ‘\{.}[rl ETE ‘5‘ O - B O

CHAT ABOUT PRIVACY

Check in with the child about how they're using WhatsApp, making
sure they know you only have their safety at heart. If you spot a ‘Locked Chats’

THINK BEFORE SHARING E

Help children understand why it’s important to stop and think before posting or
forwarding something on WhatsApp. It’s easy — and all too common - for content that

a user posts to be shared more widely, even publicly on social media. Encourage folder, you might want to talk about the sort of content they’ve stored in there,
children to consider how an impulsive message or forwarding might damage their » who they're talking to, and why they want to keep these chats hidden. Also, if
reputation or upset a friend who sent something to them in confidence. children send any ‘view once’ content, it could be helpful to ask them why.
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and ) 'y \ ; .
researcher who has developed and implemented anti-bullying and cyber ' . : v ( _ thlonql
safety policies for schools. She has written various academic papers and _ < R ' ' A CO"e e®
carried out research for the Australian government comparing internet e ' g

use and sexting behaviour of young people in the UK, USA and Australia.
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Source: https://blog.whatsapp.com/an-open-letter | https //foq whatsapp. com/1077018839582332 | https s/ /fag.whatSapplcom/361005896189245/2he
/www.aura.com/lear
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https://www.whatsapp.com/security | https://blog.whatsapp.com/chat- Iock—mokmg your-mostzintimate= conversetlons.even' ore- prlvctte | https)J
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
For further guides, hints and tips, please visit nationalcollege.com.
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SNAPSTREAK ™~ _ T, s
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Dnvg Snapchat is a messaging app which allows users to send images, videos and texts to

others. Its best-known feature is that anything sent ‘disappears’ 24 hours after it's been
viewed; however, users are known to take screenshots or use another device to obtain a’ B
photo of their screen. In 2023, Snapchat added a chatbot function called ‘My Al’. ) ﬁ “'
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THE RISKS?

ARTIFICIAL INTELLIGENCE | £ " SCREEN TIME ADDICTION @?\

My Alis Shapchat’s new chatbot, which replies to | Snapchat prioritises user engagement, with features
questions in a human-like manner. However, the A | like streaks (messaging the same person every day to
software is still in its infancy and has significant 8 ) o ) build up a high score). The app also has sections
drawbacks, such as biased, incorrect or misleading | . : called ‘Discover’ and ‘Spotlight’, which show tailored
responses. There have already been numerous reports h content to each user. However, this could also be seen
of young users turning to Al for medical help and - - as an attempt to hook users into watching videos
diagnoses, which could be inaccurate and therefore cral - | B endlessly. Furthermore, constant notifications can lure
potentially dangerous. { { § people into using the app.
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Predators can exploit Snapchat’s disappearing
messages by, for example, telling a user they have
naked photos of them and will post them unless
they're paid. Snapchat’s own research found that 65%
of teenagers had experienced this - on this app or
others. This likely isn’t helped by ‘ShapMaps’ — a
feature which highlights your exact position in
real-time. This is meant to help friends keep track of
each other, but could be used for more sinister

-- S/
MY EYES ONLY ONLINE PRESSURES

- Although many of Snapchat’s filters are designed
Snapchat has a hidden photo vault called 1 to entertain or amuse, the ‘beautify’ effects on

‘My Eyes Only’. Teens can conceal sensitive photos . o 8 photos can set unrealistic body image expectations —
and videos from parents and carers in this folder, l—— : creating feelings of inadequacy in younger users.
which is protected by a PIN. You can check for this by Snapchat now also has ‘priority’ notifications (which
clicking on the icon which looks like two playing cards. still get displayed even if a device is in ‘do not disturb’
This takes you to the ‘Memories’ folder which stores 1 mode), increasing the pressure on users to log back in
photos, stories and the My Eyes Only folder. ; and interact.

Some content on Snapchat simply isn’t suitable

for children. The hashtags used to group content

are determined by the poster, so even an innocent
search term could still yield age-inappropriate results.
The app’s ‘disappearing messages’ feature also
makes it easy for young people to share explicit
images on impulse - so sexting continues to be a risk
associated with Snapchat.
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UTILISE PARENTAL CONTROLS _ FAMILIARISE YOURSELF

Snapchat’s ‘Family Centre’ lets you view the details of the child’s account -

their friends list and who they’ve spoken to in the last week — and report any
concerns. You must invite a child to the Family Centre for them to join. To keep the
child’s location hidden on the app, go into settings and turn on ‘Ghost Mode’ and
‘Hide Live Location’, and ensure they know not to share their location with anyone.

.
=

-~

Before you allow a child to download Snapchat, download it yourself
and familiarise yourself with the app. Snapchat has produced a
parents’ guide to the app to help you understand how it works and
any protections they have in place. A link for this can be found in the
sources below.

BLOCK AND REPORT '

If a stranger does connect with a child on Shapchat and begins to make

them feel uncomfortable through bullying, pressure to send explicit

images or by sending sexual images to them, the child can tap the three dots
on that person’s profile and report or block them. There are options to state why
they’re reporting that user — such as annoying or malicious messages, spam or
masquerading as someone else.

ENCOURAGE OPEN DISCUSSIONS

Snapchat’s risks can be easier to handle if you nurture an open dialogue.
For example, discuss My Al's responses to questions and how reliable they are. 3 B
Talk about scams and blackmail before letting children sign up. If they’re lured into . Sl
a scam, encourage them to tell you immediately. Talk openly and non-judgementally igg‘\
about sexting, emphasising its inherent risks. Furthermore, explain how popular e
‘challenges’ on the platform can have harmful consequences. £ e
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Meet Our Expert

Dr Claire Sutherland is an online safety consultant, educator and
researcher who has developed and implemented anti-bullying and cyber
safety policies for schools. She has written various academic papers and
carried out research for the Australian government comparing internet

use and sexting behaviour of young people in the UK, USA and Australia. “‘, i

Source: See full reference list on guide page at: https://nationalcollege.com/guides/snapchat-2021
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At The National College, our WakeUpWednesday guides empower and equip parents, carers and educators with the confidence and practical skills to be able to have informed and age-appropriate
conversations with children about online safety, mental health and wellbeing, and climate change. Formerly delivered by National Online Safety, these guides now address wider topics and themes.
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What Parents & EducatorsiNeed to Know about

(Certain features are
restricted to over-18s only)

W\'\AT ARE Adults tend to associate online videos with YouTube — but among teens, TikTok is king. The app provides

T\'\E R,SKS? a stream of short clips tailored to users’ interests, based on what they’ve already watched. Around half of

British children use TikTok, and while much of the content is benign, Ofcom considers it the app where
youngsters “were most likely to encounter a potential harm”.

%P‘. CONTACTWITH  _
K ASIMN-G‘ERS‘.- nu 0 YV

While TikTok’s Following feed only dlsplays With more than 1.5 billion users globally, the
videos from familiar creators, For You is a potential for contact from strangers on TikTok is
collection based on a user’s previously watched high — especially as accounts created by

clips. Most of these videos will probably be
inoffensive, but the app could potentially show
something unsuitable. If children then engage
with this content, more like it will follow. TikTok’s
guidelines prohibit the sharing of illegal or
inappropriate content, but the huge number of
uploads means that a small amount inevitably

slips through. O
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According to Ofcom, most online harms
for teens are body image related for girls
(promotlng unhealthy eating, body shaming
and so on) and dangerous stunts for boys. Both
are prevalent on TikTok. One extreme example of
the latter was the ‘blackout’ trend, which
encouraged users to hold their breath until they
passed out from a lack of oxygen. This led to two
families filing lawsuits against TikTok over the

‘ragic deaths of their children.
bl
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TikTok is free, but users have the option to buy a
TikTok coins, which can be used to purchase

gifts for content creators. Coin bundles range
from £9.99 to an eye-watering £99; while that
may not sound appealing, the app still
generated £7.9 billion in user spending in 2023.
TikTok’s policy is that under-18s can’t make
in-app purchases, but it’s possible to bypass
this with a fake birth date.

' over-16s (or young people using a fake date of
birth) are set to public by default. This means

that not only is someone'’s profile visible to
everyone else on the app, it also suggests their
videos to others and enables anyone to
download or comment on them.

Although the short videos on TikTok tend + ol
to be more frivolous than the longer ones on

YouTube, clips can still influence impressionable
minds in a negative way. Not only is there plenty

of dangerous misinformation on TikTok, but

Ofcom reports that nearly a third of 12 to =
15-year-olds use TikTok as a news source — so

you should be wary of misogynistic, racist or
conspiracy-themed material shaping how they 4
see the world.

With its constant stream of eye-catching
videos, TikTok can be addictive to young brains.
In 2024, UK children spent an average of 127
minutes per day on the app: that’s twice as
much as in 2020. Excessive use can interfere
with young people’s sleep patterns - often
leading to irritability — and distract them from
other, healthier activities. The instantly
skippable nature of bite-size videos may also
impact children’s ability to maintain focus.
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ENABLE FAMILV PAIRING BLOCK IN-APP SPENDING

Family Pairing allows parents to link their TikTok account to their child’s, S If a child is using an iPhone or Android device to access TikTok, you

and control settings remotely. Parents can then turn on Restricted Mode can alter their settings to prevent them from making in-app purchases.
(reducing the chances of a child seeing inappropriate content), set screen-time limits, We’'d recommend enabling this feature, as it can be quite easy for a young
make accounts private and manage whether their child can send messages — and if person to spend a significant amount of real money buying TikTok coins to
they can, to whom. Children can’t alter these settings without parental approval. unlock more features of the app — sometimes without even realising.

DISCUSS THE DANGERS 6 READ THE SIGNS

If you’re concerned that a child is spending too much time on TikTok, or that .
they’ve been emotionally affected by something they’ve seen, it's important to

i‘-‘;ﬁ* If a child wants to use TikTok and you’re happy for them to do so, it’s good practice
to discuss the potential risks. Ensure that they don’t share any identifying personal

information, and that they know to talk to a trusted adult if they’re worried by know how to spot the signs. Increased irritability and a lack of concentration are ’
interactions on the app. With more teens using TikTok for news, it’s also worth talking potential red flags, as is failing to complete homework or skipping meals. Remember,
about misinformation and propaganda, and how to identify it. the parental controls are there for a reason, and it’s never too late to introduce limits.
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Alan Martin is an experienced technology journalist who — F—
has written for the likes of Wired, TechRadar, Tom’s Guide, W E Colle e®
The Evening Standard and The New Statesman. W—i" S L 4 _ 9
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Source: See, fuII reference list.on gulde pc:ge at: http%/notlonolcollege com/g'tjlqdes/tlktok 2025
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